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Abstract

We present the BioOS Causal Constitution, a kernel-level security primitive
that enforces causal ancestry rather than access permissions. The central claim is:
a system call is permitted if and only if a verified causal chain exists from a phys-
ical hardware interrupt (IRQ) to the call site, within a bounded time window. In
the absence of such a chain, protected resources do not appear to be denied—they
appear to not erist (ENODEV, ECONNREFUSED). We define the .bio specification lan-
guage with a small-step operational semantics, state the compiler soundness theorem
for the eBPF/LSM backend, and prove a bisimulation result between a JavaScript
browser emulator (bio_kernel_emu) and the kernel implementation (DCC Ring 0).
All six security invariants are formally verified using the Z3 SMT solver (violation =
unsat). The implementation runs live on Linux 6.1 with six eBPF programs attached
to raw_tracepoint and LSM hooks.

These guarantees are scoped to software-level adversaries at the kernel boundary
(system calls for file, network, and exec). Physical compromise, firmware or bootloader
manipulation, and off-host disk access are out of scope. However, any software attack
that reaches the DCCRing0Guard interfaces—regardless of whether it originates from
a previously compromised environment—remains subject to the same causal invariants
and is blocked in the absence of a valid physical causal chain.
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1. The .bio language: syntax and operational semantics

1.1. Motivation

The .bio language is a Turing-incomplete domain-specific language for specifying safety-
critical state machines. Turing-incompleteness is a design requirement, not a limitation:
it guarantees that the full state space is finite and enumerable, making complete formal
verification tractable.

Key property: Every .bio program terminates. There are no unbounded loops,
no general recursion, no dynamic memory allocation. The compiler can prove all
reachable states at synthesis time.

1.2. Abstract syntax (BNF)

Program ::= CELL Ident { Interface Invariants States }
Interface ::= INTERFACE { (Direction Ident : Type ;)* }
Direction ::= INPUT | OUTPUT
Type := BINARY | INTEGER | FLOAT | TIMESTAMP | VECTOR2D | VECTOR3D | ENUM ( Ident' )
Invariants ::= INVARIANTS { Rule* }
Rule ::= RULE Ident : Expr ;
States ::= STATES { State® }
State ::= STATE Ident StateType’ { Assign* Trans* }
State Type ::= TYPE CRITICAL_SHIELD
Trans ::= TRANSITION TO Ident IF Expr ;
Expr = Atom | Ezpr BinOp Expr | UnOp Ezpr | Builtin ( Expr' )
BinOp ::=AND | OR | IMPLIES | == | != | < | > | + | -
UnOp ::= NOT
Builtin ::= DISTANCE ‘ MAX_DIFF ’ RATE_QOF _CHANGE | LIFESPAN
Atom ::= Ident | IntLit | FloatLit | TRUE | FALSE

1.3. Small-step operational semantics

We define
o: Var—

semantics over a configuration (S, o, 7): S € States (current state node),
Val (variable valuation), 7 € N (discrete time step).

1.5.1. Expression evaluation

7] =n 2], = o(z)
[[61 AND 62]]0 = [[61]]0 A [[62]]0 [[61 IMPLIES 62]]0 = ﬁ[[el]]g V [[62]]0

[RATE_OF _CHANGE(x)],, = |o(x) — oprev(x)|/AT

1.5.2. Invariant satisfaction

o =P <= Vr; € P.Invariants: [rj.expr], = TRUE
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1.3.3. State transition rule (TRANS)
lguard], = TRUE o' = olassigns of 9] o =P
(S, 0,7) — (8, 0’, 74+1) where (TRANSITION TO S’ IF guard) € S

If no guard is satisfied the system self-loops in S. A CRITICAL_SHIELD state is a deadlock
sink by design.

(Trans)

1.3.4. Invariant violation (APOPTOSIS)

o P
(S, 0, 7) — (S0, Osnap, T+1) Sp = initial state, ognap = last valid snapshot

(Apoptosis)

Any invariant violation atomically reverts to the last valid snapshot, mirroring bpf _map_update_elem(BPF_E
atomicity.

1.4. Turing-incompleteness theorem

Theorem 1.1 (Termination). Every .bio program halts.

Proof sketch. The state space is finite (declared at compile time). The transition relation
is deterministic (at most one guard true at any time). No cycles through CRITICAL_SHIELD
states exist. Z3 enumerates all reachable states at synthesis time. O O

Corollary 1.2. The full state space is bounded by |States| x |ValV®|, finite for
bounded integer/boolean types. Complete invariant verification is decidable.

Remark (Scope of the universe). The .bio semantics define a closed universe of config-
urations: only state transitions that pass through declared interfaces and satisfy invariants
11-16 exist in this model. We do not claim that all physical effects on the hardware are
captured here; rather, we prove that within this universe, no software-level operation on
protected resources can occur without a valid causal chain.

2. BioOS Ring 0 guard as a .bio program

2.1. Full specification

Listing 1: DCCRingOGuard — canonical .bio specification

CELL DCCRingOGuard {

INTERFACE {
INPUT irq_event: BINARY;
INPUT op_class: INTEGER;

INPUT file_axiom: INTEGER;
INPUT token_age_ms: FLOAT;
INPUT tx_state: INTEGER;
INPUT same_inode: BINARY;
OUTPUT verdict: INTEGER;
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INVARIANTS {

}

RULE no_autonomous_write:
(irq_event == FALSE) IMPLIES (verdict

RULE causality_window: token_age_ms < 500.

RULE blocked_file_immutable:
(file_axiom == 0) IMPLIES (verdict !=

RULE op_class_match_required:
((file_axiom != 255) AND ((file_axiom
IMPLIES (verdict != 1);

RULE toctou_rollback:
((tx_state == 2) AND (same_inode == FALSE)) IMPLIES (verdict == 11);

RULE sat_requires_causal_chain:

AND op_class)

(verdict == 1) IMPLIES (irq_event == TRUE AND token_age_ms < 500.0);

STATES {

STATE TX_IDLE {
verdict = 2;
TRANSITION TO TX_LOCKED IF irq_event ==
}
STATE TX_LOCKED {
TRANSITION TO TX_STAGED
IF file_axiom != 0
AND (file_axiom == 255 OR (file_axiom
TRANSITION TO TX_IDLE IF token_age_ms >=
}
STATE TX_STAGED {
verdict = 1;
TRANSITION TO TX_STAGED IF same_inode
TRANSITION TO TX_IDLE IF same_inode ==
TRANSITION TO TX_IDLE IF token_age_ms
}

TRUE AND token_age_ms < 500.0;

AND op_class) != 0);
500.0;

TRUE AND token_age_ms < 500.0;
FALSE;
>= 500.0;

STATE TX_COMMITTED TYPE CRITICAL_SHIELD { verdict = 1; }
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2.2. State machine diagram

TOCTOU
timeout

timeout

irq=TRUE

axiom OK
op match

same_inode

8

TX_IDLE age<500ms ( TX_LOCKED ]
verdict=2 J L awaiting write J

Figure 1: DCCRing0Guard state machine. TX_COMMITTED is a deadlock sink.

3. Threat model

L

TX_STAGED

verdict=1

J

commit

|

TX_COMMITTED
CRITICAL_SHIELD

|

3.1. Attacker capabilities

A is a Ring 3 adversary. A can: arbitrary Ring 3 code execution (shellcode, ROP, thread
hijack); fork, thread, all POSIX syscalls; attempt file writes, network connects, exec;
prctl(PR_SET_NAME) spoofing; headless operation; software timers/cron. .4 cannot: gen-
erate hardware EV_KEY events without physical input; set isTrusted=true on synthetic
browser events; modify loaded eBPF code; extend a CausalToken past CAUSALITY_WINDOW_NS.

In particular, we focus on software-only control at the kernel boundary: the attacker’s
influence is modeled exclusively through user-space execution and system calls. The model
does not attempt to prevent the initial act of physical or firmware compromise; it only
constrains what software can subsequently do to protected resources.
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3.2.

3.3.

Trust boundary map

Outside model (A controls)

Ring 3 userspace: processes, threads, memory
Network stack (outbound connection attempts)
Software timers, cron, scripted automation

LLSM hooks (kernel boundary)

Inside model (DCC Ring 0)

global_state_map
(BPF_MAP_TYPE_ARRAY)

token_map (BPF_MAP_ TYPE HASH,
per-PID)

tx_map (transaction state machine)

file_axiom_map (protected file set)

IRQ source: raw_tp/input_event

|\ J

Figure 2: Trust boundary. A controls the outer zone.

Attack scenarios and formal refutations

Attack

Mechanism

Formal refutation

Autonomous write
(ransomware)

TOCTOU pivot

Op_class  confu-

sion (camera—snet)
Token replay
Blocked file bypass

Headless server

Thread hijack

File write without user
interaction

Write A, redirect to B
(different inode)

OP WRITE token for
network socket
Expired or consumed
token reuse

Write to -protect-ed
file

No /dev/input device

Inject into process
with valid token

I1: irg=F = werdict#1 (UN-

SAT, Z3)

I5:  tx=2 A —same inode =
verdict=11

14: (axiom#255) A

(aziom & op)=0 = verdict#1

12: age>500 = wverdict=3; per-
use consumed flag

I3: aziom=0 = verdict#1

raw_tp/input_event never fires
= INERT invariant

Token per-PID in token_map;
fork inheritance max 3 genera-
tions

3.4. Out-of-scope attacks

The following classes of attacks are explicitly excluded from our security claims:

Physical access to the platform (opening the chassis, swapping disks, off-host imag-
ing, hardware reset).

Firmware, bootloader, or hypervisor modification that disables or bypasses the op-
erating system and its eBPF/LSM runtime.

Direct device or DMA-based writes that do not traverse the kernel I/O paths in-
strumented by DCCRing0Guard.
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These attacks may change the physical state of storage or memory outside the BioOS uni-
verse. Once the system is (re)booted into a kernel that correctly loads DCCRing0Guard,
any software-level attack that reaches the kernel boundary is again constrained by the
same causal invariants as in the clean case.

4. Compiler backend and isomorphism theorem

4.1. Translation overview

Table 2: Compilation mapping: .bio — eBPF/LSM

.bio construct eBPF/LSM construct

CELL BPF program set, single object

INPUT x: BINARY BPF map entry or ctx field

OUTPUT verdict: INTEGER BPF program return value

RULE r: e if (leval(e,ctx)) return -ENODEV;
STATE S {...} global_state_map + transitions
TRANSITION TO S’ IF g bpf_map_update_elem(&state, ...)
TYPE CRITICAL_SHIELD no outgoing transitions compiled
Apoptosis bpf_map_update_elem(STATE_INERT)

4.2. Compiler soundness

Theorem 4.1 (Compiler Soundness). Let P be a wvalid .bio program, C(P) its
compiled eBPF/LSM implementation. Then:

Vo: o€e[C(P)] = o€][P]

The compiled kernel code never permits a trace the .bio specification forbids.

Proof sketch. (1) Invariant translation is conservative: each RULE compiles to an if-check
before any state transition. (2) State transitions are atomic via bpf_map_update_elem.
(3) CRITICAL_SHIELD states emit no transition code. (4) Token age is kernel-clock enforced
via monotonic bpf_ktime_get_ns(). Full mechanization in Isabelle/HOL is future work.

O O

Scope note. Theorem 4.1 is a source-level guarantee: it assumes a correct compi-
lation pipeline and a correct e BPF/LSM runtime. It ensures that any software-level
trace passing through DCCRing0Guard cannot violate the .bio specification, but it
does not attempt to prevent attacks that entirely bypass the operating system or run
on a different boot image.

4.3. Bisimulation

Definition 4.2 (LTS). LTS(X) = (Qx, X, —x) where Qx are configurations (S, o, T),
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Y is the event alphabet (IRQ), resource request, verdict), — x the transition relation.

Definition 4.3 (Bisimulation). R C Qjs X Qx is a bisimulation if:

Qs = ¢hs = 3 1 = 4 AN (dhs, Tx) ER

V(gss,9x) € R :
aK = ¢ = st @5 = O AN (dhs, @) € R

Theorem 4.4 (Safety Bisimulation). LTS(bi0_kernel_emu) and LTS(DCC Ring 0)
are bisimilar under the correspondence in Table 3.

Table 3: Bisimulation correspondence

bio_ kernel _emu (JS) DCC Ring 0 (eBPF)

STATE_INERT global_state_map[0] =

STATE_ACTIVE global_state_map[0] = 1
mousedown.isTrusted=true raw_tp/input_event, EV_KEY, value=1
CausalToken{age<200ms} causal_token{age<CAUSALITY_WINDOW_NS}
Z3Gatekeeper.verify ()=SAT dcc_axiom_validator() return O
Z3Gatekeeper.verify ()=UNSAT dcc_axiom_validator() return -ENODEV
stateManager.rollback() bpf_map_update_elem(STATE_INERT)

Proof sketch. We establish a safety bisimulation with respect to software-visible events
at the kernel boundary (IRQ, resource request, verdict) and invariants 11-16. We do not
claim equivalence of all physical behaviors (e.g., firmware updates, off-host disk access),
only of those traces that enter the BioOS universe through the modeled interfaces.
Both systems derive from the same .bio source. The Z3 verification (verify_isomorphism.py)

proves all 6 invariants hold in both systems simultaneously. No trace violates an invariant
in one without violating it in the other (safety bisimulation). Liveness follows from the
shared state machine. O O

Remark. The causality window (200ms JS vs. 500ms kernel) is an implementation
parameter, not part of the invariant structure.

5. Experimental results

5.1. Setup
Component Value
Kernel Linux 6.1.0-48-cloud-amd64
Machine Cloud VM (GCP asia-northeast1-b), 2vCPU 4 GB
eBPF toolchain libbpf, CO-RE, clang 14
Z3 4.16.0 (python3-z3)

Browser emulator bio_kernel _emu v0.8.1, V8
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5.2. Z3 isomorphism verification — 6/6 PASS

Listing 2: Z3 verifier output, Z3 4.16.0

Bio0OS Causal Constitution -- Z3 Isomorphism Verifier
bio_kernel_emu (JS) <-> DCC Ring O (eBPF/LSM)
Linux 6.1.0-48 eBPF/LSM Z3 4.16.0

-- Group I: Physical Causality -----------------—-————-———-——-————

[PASS] I1 -- STATE_ACTIVE requires isTrusted=true IRQ
-> BPF: dcc_causality_monitor [raw_tp/input_event]
-> Headless: no /dev/input -> INERT invariant

[PASS] I2 -- Token validity window (CAUSALITY_WINDOW_MS = 200 ms)
-> BPF: dcc_token_validator [token_map TTL]

== @roup Ll Brrer SemaAnGileg ——osssoossoooooomoonoonoonooon=ome

[PASS] I3 INERT file access returns ENODEV (errno 19)
=2 : dcc_axiom_validator [lsm/file_permission]

[PASS] 14 INERT network access returns ECONNREFUSED (errno 111)
-> : dcc_network_guard [lsm/socket_connect]

-—- Group III: Integrity & Scope --—————--—-—-——"—--—-—————"———"—————\——

[PASS] I5 -- TOCTOU: staged TX + inode mismatch -> result = -1
BPF: dcc_toctou_guard [lsm/file_permission, inode]

[PASS] -- Op_class scope: granted iff token_op & req_op != 0
BPF: dcc_scope_checker [all LSM hooks]

6/6 invariants verified ISOMORPHISM PROVEN ===

[ from z3 import =*
STATE_ACTIVE = 1
s = Solver ()

state, is_trusted = Int(’state’), Bool(’is_trusted’)
s.add(Implies(state == STATE_ACTIVE, is_trusted == True))
s.add (And(state == STATE_ACTIVE, is_trusted == False))
assert s.check() == unsat

5.3. Live kernel — 6 eBPF programs

Listing 3: Live eBPF programs (bpftool prog list)

raw_tracepoint name dcc_causality_monitor 7061cd22c7437b9c
raw_tracepoint mname dcc_fork_inherit 55cfd16ceb2b3666
lsm name dcc_axiom_validator ca6a3e97b0d9cda2

lsm name dcc_read_guard edf568e254142683
lsm name dcc_network_guard 0d93cfdec6d3c3£f7
lsm name dcc_exec_guard 11b02161c7c6b71a
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5.4. Attack scenario tests

Table 4: Test results (test_phase89.sh, 2026-05-21)

Test Scenario Expected Result
T1 Autonomous write (headless, no IRQ) NO_TOKEN v
T2 TOCTOU: write A then B same token TX ROLLBACK v
T3 Legitimate multi-write same file SAT v
T4 Write -protect-ed file (axiom=0) AXIOM_ MISMATCH v
T5 Protected file with valid token AXIOM MISMATCH v
T6 Phase 7 regression (prove_ring0.sh) 11/11 PASS v
Total (run_proofs.sh) 7/7 PASS

These 7/7 PASS results cover representative software-level attack scenarios that reach the
kernel boundary along modeled paths. They do not constitute an exhaustive proof that
no other attack is possible outside the BioOS universe (e.g., via physical access or off-
host manipulation). Whenever an attack does reach the DCCRing0Guard interfaces as a
system call, however, it is constrained by the same formally verified invariants, regardless
of how the host was previously compromised.

6. Discussion

6.1. Relation to existing work

Causal closure / information flow. DCC enforces physical causality (hardware IRQ
as root) rather than information-theoretic causality (Clarkson & Schneider, JCS 2010).

eBPF security. Prior work (KSplit, BPF verifier) targets individual program correct-
ness. We use BPF as a carrier for policy derived from a Turing-incomplete DSL.

MAC/DAC vs. causal enforcement. MAC answers “is this principal allowed?”;
DCC answers “does this operation have a physical causal ancestor?” The models are
orthogonal and composable.

6.2. Limitations and future work

1. Compiler soundness mechanization (Isabelle/HOL or Lean 4).

2. Bisimulation liveness direction (BPF map update timing analysis).

3. Comm-whitelist spoofing via prctl: switch to cgroup-based whitelisting.
4. Systemd service for DCC Ring 0 auto-load (Phase 11).
5

. Formal .bio encoding in TLA+ or Coq.

7. Conclusion

The BioOS Causal Constitution contributes: (1) .bio small-step semantics with Turing-
incompleteness guarantee; (2) DCCRingOGuard: six security invariants in a concrete .bio
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program; (3) explicit threat model with seven attack scenarios formally refuted via Z3;
(4) compiler soundness theorem and safety bisimulation (JS emulator <+ kernel); (5) live
experimental validation: 6/6 Z3 PASS, 7/7 system tests on Linux 6.1.

The prototype is publicly accessible and all proofs are reproducible.

In summary, BioOS provides model-complete protection against software-level attacks
on protected resources: within the .bio universe, no system call can affect these resources
without a valid physical causal chain. We deliberately do not claim to protect against
physical tampering, firmware replacement, or running alternative operating systems. In-
stead, we guarantee that once a kernel correctly loads DCCRing0Guard, any subsequent
software attack that reaches the kernel boundary is either aligned with a certified causal
chain or is rejected as if the resource did not exist.

A. Reproducibility

# Local Z3 verification (requires: pip install z3-solver)

python bio_kernel_emu/tests/verify_isomorphism.py
# Expected: 6/6 PASS

# Kernel test suite

# (requires: Linux with eBPF/LSM support, libbpf, clang)
cd DCC_RINGO/src && sudo bash tests/run_proofs.sh

# Expected: 7/7 PASS

Interactive demo: https://biocos.metaspace.bio Z3 proof page: https://bioos.
metaspace.bio/proof

B. Artifact locations

Artifact Location

.bio specification DCC_RINGO/spec/dcc_ring0.bio

eBPF source DCC_RINGO/src/dcc_core.bpf.c

73 isomorphism verifier =~ bio_kernel_emu/tests/verify_isomorphism.py
Kernel test suite DCC_RINGO/tests/run_proofs.sh

JS emulator bio_kernel_emu/demo/

Causal constitution spec bio_kernel_ emu/spec/causal_constitution.md
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